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There are several emerging areas in which highly constrained devices are interconnected, working in concert to accomplish some task. Examples of these areas include: automotive systems, sensor networks, healthcare, distributed control systems, the Internet of Things (IoT), cyber-physical systems, and the smart grid. Security and privacy can be very important in all of these areas. Because the majority of modern cryptographic algorithms were designed for desktop/server environments, many of these algorithms cannot be implemented in the constrained devices used by these applications. When current NIST-approved algorithms can be engineered to fit into the limited resources of constrained environments, their performance may not be acceptable. For these reasons, NIST started a lightweight cryptography project that was tasked with determining the need and developing a strategy for the standardization of lightweight cryptographic algorithms.
CTG staff are examining applications in constrained environments to determine whether NIST should develop lightweight cryptographic standards. CTG is communicating with industry experts to understand the challenges and limitations, and CTG is also following the work of other standardization bodies in this area. In FY 2015, CTG organized a Lightweight Cryptography Workshop to discuss issues related to the security and resource requirements of applications in constrained environments and potential future standardization of lightweight primitive algorithms. Using input gathered at the workshop, CTG staff drafted NISTIR 8114, Draft Report on Lightweight Cryptography. This report provides an overview of the lightweight cryptography project at NIST, and describes plans for standardization of lightweight cryptographic algorithms. This plan involves the creation of profiles that will target specific applications and requirements where conventional cryptography may not be suitable. 
CTG is organizing the second NIST workshop on Lightweight Cryptography, taking place at the beginning of FY 2017 to discuss the plan outlined in the draft report before it is finalized. The next steps include working with industry to create an initial set of profiles and the selection of algorithms that meet profile requirements. 
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